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Reasons for bug bounty

v' Money

v" Fame

facebook.




Reasons for bug bounty

v' Money
v' Fame

v Okay, mostly fame, they don’t pay much :P

facebook.




Bug bounty programs

1995 — Netscape
2004 — Firefox
2005 —ZDI

2007 — Pwn2own

2010 — Google

2011 — Facebook faCEbOOk®
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Know your enemy




Know your enemy

* Nope. Your enemies might be :
+ Masato Kinugawa

Neal Poole

Nils Juenemann

Szymon Gruszecki
Wladimir Palant
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* Nope.Your enemies mightbe:
+ Masato Kinugawa

Neal Poole

Nils Juenemann

Szymon Gruszecki
Wladimir Palant




Learn your target Overview

* Spy on their blogs

New bugs — new ideas to detect different vulnerabilities.

* Learnthe company

Unchecked services

Successful acquisitions
Untested/Less secured web applications

Multi vector

Unknown vectors / logical techniques

Repetitive of weak spots




Google Overview

* Learnthe company

« Successful acquisitions
http://en.wikipedia.org/wiki/
List of acquisitions by Google
* New services — Knol(???), Friends Connect
* Subdomains

* Learn all the functions of the application you are going to test
+ Multi vector

* Unknown vectors / logical techniques

- Repetitive of weak spots




Google Overview

* Successful acquisitions
http://en.wikipedia.org/wiki/List of acquisitions by Gooqgle

* More than 1 acquisition per week since 2010!




Google Overview

* Approach

* Logical / mixed issues




XSS for fun and .. profit?

« XSS is not just for account hijacking

 Trusted website, runs malicious javascript...
+ Client Side Exploit anyone?




Google Overview

e Convention

+ Calender
* Google.com/

Friends Connect
* google.com/
Knol

* Google.com/
Analytics

* Google.com/

Blogger

- Google.com/



Google Support Overview

e Convention

Knol
Google.com/knol
No
Friends Connect
.google.com/friendconnect

Calendar
.google.com/calendar

Analytics
.google.com/analytics

Blogger
.google.com/blogger

Admob

.google.com/admob




Google Calender Stored XSS

 ——




Stored XSS (Error based)

Calendar name field is vulnerable

File Edit View
A -" Google
¥ Internet Explorer i

rently running with add-ol

Gmail Calendar Documents Reader

Google cale

Calendar Details Share this Calendar

« Back to calendar [ Save

lendar Name

Description:

Location:

Calendar Time Zon

am m

Embed This Calendar

Notifications

Country United States ¥ | (choo

Now select a time zone: | (BMT+00:00) GMT (no daylight sa\ | [T Display
) Auto-accept invitations that do not conflict
Automatically add all invitations to this calendar.

Do not show invitations

<iframe src="http://www_google.com/calend
40group.calendar.google.com&ctz=AsialJer
scrolling="no">



Google Calendar Error based

e On delete of the calendar, XSS popped out.

* We need to find a way to trigger it for REMOTE
users.




Google Calendar Error based

e How can one see our calendar name?




Google Calendar Error based

* Let's share our malicious calendar with the target (!!)

« Approve is not needed for sharing calendars
* Ohh hello.




Google Calendar Error based

 Let's share our malicious calendar with the target (')

« Approve is not needed for sharing calendars

Details

Calendar Details  Share this Calendar ~ Notifications

«Back to calendar

[] Make this calendar public Leam more
Thig calendar will appear in public Google search resutts.

Share anly my freefhusy information (Hide details)

Share with specific people

Person / Permission Settings Remove

| Make changes AND manage sharing |v| | Add Persan




Google Calendar Error based

e user must delete his calendar.




Google Calendar Error based

e user must delete his calendar.

* Let’'s FORCE ourtarget to DELETE!




Google Calendar Error based

 Calendar SPAM !l




Google Calendar Error based

 Let's share again

Details

Calendar Details  Share this Calendar ~ Notifications

«Back to calendar

[] Make this calenda
This calendarw

Share anly my freefhusy information (Hide details)

Share with specific people

Person / Permission Settings Remove

| Make changes AND manage sharing |v| | Add Persan




Google Calendar Error based

* And again

Details

Calendar Details  Share this Calendar ~ Notifications

«Back to calendar

[] Make this calendar public Leam more
This calendar will appearin pub

Share anly my freefhusy information (Hide details)

Share with specific people

Person / Permission Settings Remove

| Make changes AND manage sharing |v| | Add Persan




Google Calendar Error based

* And again ...

Details

Calendar Details  Share this Calendar ~ Notifications

«Back to calendar

[] Make this calendar public Leam more
This calendar will appearin pub

Share anly my freefhusy information (Hide details)

Share with specific people

Person / Permission Settings Remove

| Make changes AND manage sharing |v| | Add Persan




Google Calendar Error based

* No sharing limit

» User gets email for each share




Google Calendar Error based

gets email for each share

& |¥%

o1 vTno

Search Images Ma uTube News Gmail

| x2 | | Gmail-a wnnwn &

Documents Calendar More ~

https://mail.google.com/ma shva=18&

?9"N1T P 9D NXR NINSY (mail.google.com) Gmail-2 TwoONY

Google

Click here to enable desktop notifications for Gmail. Learn more Hide
Gmail ~ “— = o | ] LS More
Lightweight Scrum tool - leankitblog.com/leankit-home/smpl/ - As easy to use as a card wall and produces powerful Agile analytics
Inbox (1,011 . "
Sta"ed( ) SN & g mail.com has shared a calendar with you Inbox  x
Important . o
Sent Mail Egmail.com via google com 9:36 (2 minutes ago)
Drafts (2) to me [~
Personal Hello > o 2il com.
Travel We are writing to let you know that B2 czil com has given you access to view events on the Google Calendar called ""><img
Mare - src="aaa.jpg"onerror=javascript:alert(XSS")="
Chat "\/e have automatically added this calendar to your Google Calendar account. You can hide or completely remove this calendar at any time

- The Google Calendar Team

View Your Calendar

- NT NN 223 NN axn $

X __.Tann 9D NN NN

ISl =] € |

3]

- o ail.com -
1 of 1,065 > e

Why this ad?

Show details

Ads — Why these ads?

Javascripti1i8n

Javascript Internationalization
Expert consulting and tools
www_lingoport.com/i18n-javascript
SmartDraw Official Site
Communicate Visually & Be More
Productive Today. Watch the Video!
www_SmartDraw.com

Coming soon
New generation holiday
search technology

www._smytrip.com

More about...
Google Calendar Svnc »

v—;

21:39

13/04/2012




Google Calendar Error based

o After Calendar delete:
- Achievement Unlocked.




Google Calendar Error based

o After Calendar delete:
Achievement Unlocked.




Google FeedBurner Stored XSS

& FeedBurner-




Google Feedburner Unsubscribe
XSS

= 1.Victim perform subscribe to malicious feedburner

= Well it doesn’t have to be malicious
- Feed title is vulnerable




Google Feedburner Unsubscribe
XSS

s Feed title is vulnerable

"><img
src="fsd.jpg'onerror=javascript:alert(6)>

] rans

You should not change "Original Feed" unl y r onginz oan main or a new
n on your existi rver. Also, changing "Feed Addres d
subscnbers with your new address: the previous feed address will no longer work

Onginal Feed: | hitp.//avia > pot com/feeds/po (F

Feed Address: ntip /teeds feedburner.com/ b D-gSpDI‘g
Save Feed Details orc:

Analyze Optimize Publicize Monetize Troubleshootize

VEW Feed Stats Dashboard

Feed Stats 1

—

SERVICES 3¢ s 28

Configure Stats subscribers (on aver:

. 0 reach (on average) B



Google Feedburner Unsubscribe
XSS

= \When the victim will decide to unsubscribe the
malicious feedburner a stored xss will be run on his
client.




Google Feedburner Unsubscribe
XSS

= 2 Methods to exploit this scenario:

1. Send a malicious unsubscribe link (no
permission needed)




Google Feedburner Unsubscribe
XSS

= 2 Methods to exploit this scenario:

1. Send a malicious unsubscribe link (no
permission needed)

2. Victim subscribe, unsubscribe the malicious
feedburner.




Google Feedburner Unsubscribe
XSS

= User unsubscribe — achievement unlocked

{5




Google FriendConnect Error based
e Meet your new best friend :

* Let'sbefriends!!! = *

T

a7 1N




Google FriendConnect Error based

* The target approved our request.




Google FriendConnect Error based

* The target approved our request.

* Now, let’s force him to delete us, not before we're
going to change our name to:

« AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAA .... "><XSS Payload>




Google FriendConnect Error based

F

ttttt - Settings - Mozilla Firefox

Manage friends

You have made friends with the following people via Google Friend Connect. Visit other

Messaging members' profiles by clicking on names and faces on the site, and then click "Add as friend"
to send a friend request.

Sites you've joined

AAAAAAAAAAAAAAA IRemove as friendl
\ AAAAAAAAAAAAAAA
Manage friends




Google FriendConnect Error based

e After User delete:
- Achievement Unlocked.

b : http: ffwww,. google. comjfriendconnect/settings/managefriends?st=e%%3DA0GEGaBp % 252F4NUHBY xMQp2x TheBhTLEHNZYby4sDIOZL TFgQWOGEshxxvy

ttttt

Basics
Messaging

Sites you've joined

fManage friends

Manage friends

You have made friends with the following people via Google Friend Connect, ¥isit other
members' profiles by clicking on names and faces on the site, and then click "Add as friend"
to send a friend request.

Remove friend Rernove as friend

Are you sure you want to unfriend ">?

Eemove as friend



Google Analytics - Stored XSS

GOugle Analytics




Google Analytics

* In-page analytics doesn’t escape incoming requests:

- Meaning, an attacker can send XSS to the administrator
by sending a URL




Google Analytics

* In-page analytics doesn’t escape incoming requests:

+ Meaning, an attacker can send XSS to the administrator
by sending a URL




Analytics

Error 404 (Not Found)!'l » Gmail - Inbox (9,527) - gold [M] Facebook e O [

.google.com/"><img%20src="aaa.jpg"onerror=javascript:alert(Hello Google Administrator’) > @] >

GO , )gle

404. That's an error

The requested URL
1%22%3E%3Cimg%20src=%22aaa.jpg%22onerror=javascri
was not found on this server. That's all we know

14:15
EN ‘, PO 3 S
~ M O ds 13/04/2012




Google Analytics

 Let's exploit this vulnerability in 2 creative ways:
* In-Page Analytics —When the administrator logins boom.

+ Sharing — Infect ourselves and do share our Analytics with
the victim (the link would be directly to in-page analytics)




Google Analytics

* Let’s wait for our administrator to login

+ Achievement unlocked, we can run JS on any web
administrator using Analytics




Google Analytics

kg - c W] E} https:ffwwww.google.comjanalytics/reportingfin_page?id=404112308pdr=20101129-20101229&cmp=average - -" T .
2] Most Visited | | Getting Started Latest Headlines
444 How To Set Up Google AdSense Video ... -" Google AdSense -" Google AdSense - AdSense for Search -" Google AdSense - AdSense for Domains In-Page Analytics - Google Analy... [£3 -
Do you want Firefox to remember the password for "asiagechtman223" on google.com? | Remember I I MNever For This Site I | Mot Mows J =}
—— 2% ~
(_]U Slc »L\[ )¢ 1‘ CS count|Help | Sign Out
S |0 Spot.coms | v &
Back to Content Overview
Overview
[Ea0c nahviics I
~ Content Detail o - s
Displaying: | Clicks isits | v | with more than: | 0.00% |~ | + Add Filter
A 58 Pageviews bt
A 9 Unigue Views
N 00:02:21 Time on Page
f 25.00% Bounce Rate
A 13.79% % Exit
A 13.79% Entrances /
Pageviews
$0.00 $ Index an g
AdSense Performance
Googl
J 29 AdSense Page Impressions >
70V D'INX DI
$0.00 ~dSense Revenue vivpay
A 31 AdSense Unit Impressions
Top Demographic
age 48 he ¥ (82.8%) s b
v
Done D =
% = Tl T ; & Ho- = 18:31
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. . <3P G eaonor
T rtted Pant T on CIWINDOWSY @D burpsute via | fam Deskop £ InPags Anslyti.. | 92 Profle Setings | 20 Documentl SMi | T My Soreen Ree ST T



Google Analytics

» Second method : Sharing with the victim our
analytics

« We will add the victim with read-only permission
and will submit the link for google.com/analytics
account with our ID




Google Analytics

k‘ > c o Eil https:,f,l’www‘google‘com,l‘analytics,l’reportlng,l’injage?ld=40411230&pdr=20101129-20101229&cmp=average| - -" - J
2] Most Visited | | Getting Started Latest Headlines
w44 How To Set Up Google AdSense Video ... -" Google AdSense -" Google AdSense - AdSense for Search -" Google AdSense - AdSense for Domains E’ In-Page Analytics - Google Analy... & =+ -
Do you want Firefox to remember the password For " | N -~ oocgle.com? | Remember I l Mever for This Site I | Mot Now J %)
~
Go ‘SIC Analvtics ] - | ~ccount] Help | Sign Out
: ew Re S——— |00 5P 0tCOM | v : < ———————

Back to Content Overview

In-Page Analytics

~ Content Detail e
fisits | % | with more than: | 0.00% || + Add Filter

Displaying: | Clicks

| 58 Pageviews
9 Unigue Views

00:02:21 Time on Page

25.00% Bounce Rate

13.79% 9% Exit

13.79% Ertrances /
Pageviews

= o= = . o=

$0.00 $ Inclex

AdSense Performance
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Google Analytics

= Achievement unlocked
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Permission bypass - Google Knol




Permission bypass

Unpublished document

TN DD DANNN 2R | | X7 | | DN | 2Imx DIAND T80 DR |~ 923X | 29T N @]

| Home | Help | Sign out

¥ IMNE/ON
gmail.com My Preferen
knol Search Toolkit |Search
Edit this knol | [ write aknol |
daaa
bbbb
@olink ¢ Citation Email FPrint g Favorite
ddddd
Comments have been disabled on this knol
Your rating:
E3 share and invite
% () This knol is unpublished Publish
Change
Change
Settings

ersions

ast edited: 3 hours ago

Knol translations
Help tra te this knol into your language

Search for uses of this page ¥

Activity for this knol

This week:
19 pn

~




Permission bypass

 This document isn’t accessible via URL

File Edit V¥iew History Bookmarks Tools Help

“ - c x Ry G http:/fknol.google.comjk/nir-goldshlagerjaaaaj1ldr632btesss]1 I - "' - y

2| Most Visited | Getting Started Latest Headlines

Knol - a unit of knowledge: share what ... G Knol - a unit of knowledge: share what ... %,. Knol - a unit of knowledge: share ... Q ﬂ Knol - a unit of knowledge: share what ... -

_21 11@gmail.com
knol

& The requested knol is currently not published.

| Preferer S

Home | Help | 1n out

Home | Terms o vice | Privacy Policy | Content Policy | Help

©2009 Google

X Find: ¥ next @ Previous & Highlight all [] Match case &) Phrase not found

Transferring data from knol.google.com...




Permission bypass

* We don't have permission to view the document

* KnolTranslate does, let’s use the service to
show us what we want and cannot access




Permission bypass

c x {ay {j http:/jtranslate.google.com/toolkit/docupload?hl=en&kurl=http:fknol.google.com/k/nir-goldshlager/aaaaf1ldr632btesas 1

|2 Most Visited J Getting Started 5 | Latest Headlines

%, Loading...

Uploading... IR 11 comail.com | Settings | Help | Sign out

Google translator toolkit

Upload Document for Translation
You can create a new translation by uploading a file or by specifying a URL to a web page, a Wikipedia™ article or a knol.

« Back to Google Translator Toolkit
Local file Web page Wikipedia™ article | Knol

Enter the URL of a knol:
=.com/k/nir-goldshlager/aaas/11dr632btes88/1
What do you want to call it?
privateaccess3
Translate from:

English

Translate to:

English

# Sharing

‘Upload for translation:

& next @ Previous &7 Highlight all [] Match case € Phrase not found

Waiting for translate.google.com...




Permission bypass

 Private document accessed using translate service.

 Achievement unlocked

File Edit Wiew History Bookmarks Tools Help

("<} ~ & X & http:/ftranslate.google.comjtoolkitjworkbench?did=0000202tjSIr0g0&hl=en

(&) Most visited | ] Getting Started Latest Headlines

I -il.com | Settings | Help | Sign out

*** Translation editor - Google Translat.

Google translator toolkit
privateaccess3 mo: S . ES | Edit ~ View v Save Save & Close
Original text: Translation: English » Enaglish 0% complete, 4 words
aZlaa
bbbb aaaal
) Nexts
THRRR
-
ddddd
-

X  Find: ¥ nmext @ Previous &~ Highlight all [] Match case &) Phrase not found

wWaiting For csi.gstatic.com...
1 — 00:30
wran o
AUV T




Permission bypass

 Blogger




Summary

= Think different
= Information gathering
= Mixed services

= Permissions
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