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INTRODUCTION TO THE PROBLEM



What's this

?

BeH0T1 026 mouw
8401820 mow
B0HB18308 mow
8s01832 mow
88481835 mow
B0H01038 mouw
8401838 mow
B848183E mow
BOH01TBLE mow

0ENO1020 push  ebp
BE401021 mov ebp, esp
BE4E10823 sub esp, 14h

[ebp+uar_ 8], 28h

eax, [ebp+u]

ecx, [eax]

[ebp+uar_N], eCx

edx, [ebp+u]

eaxw, [eds+h]
[ebp+uar_C], eax
[ebp+uar 14], PEITTIE?h
ecy, [ebp+uar_14]

B048184E mou
aesa1851 mou
aeue185h sub
BLBE1857 mou
apsB185A test
panN@185C joe

BasBT1B4E Shl ecx, 5
B0401 04 mow [ebp+var_18], ecx
)
s 2 KT
@04818LE

0040104E loc_MB104E:

edx, [ebpruvar_ 8]
eax, [ebp+uvar_E]
pax, 1

[ebp+var B8], eax
edx, eds

short loc_4@18BC

¥ ¥
i e K i B
A84A1685E mov ecx, [ebp+uvar_&] aasB10BC
aBaA1861 shl ecx, M @04P18BC loc_ MO10BC:
aBap1e6h mouv edx, [ebp+arqg_4] BB B18BC mou eax, [ebp+u]
aBaA1 867 add ecx, [edx+8] B84 B18BF mou ecx, [ebp+var_h]
aBsA186A mov eax, [ebp+uvar_Au] BB B18C2 mou [eax], ecx
aBae1 60 add eax, [ebp+uvar_1@] aasne18ChE mou edx, [ebp+u]
aB4A187 0 xor BCX, eax BBHB18CT mou eax, [ebp+var L]
AB4A1872 mov edg, [ebp+uar_Au] aasB18CA mou [edz+h], eax
aBap1e7s shr edx, 5 BasB18CD mou esp, ebp
AB4A16878 mov eax, [ebp+arqg_A] @asB18CF pop ebp
aB4A1678 add edx, [eax+8Ch] aase1808 retn
aBap187E xor ecx, edx gahB1a0e sub_NB1828 endp
AB4A18880 mov edx, [ebp+uvar_ L] aasetiaon
aB4A1882 sub edx, ecx
84010885 mou [ebp+var_C], edx
aB4A1088 mov eax, [ebp+var_L]
aB4A1888 shl eax, b
A048188BE mou ecx, [ebp+arqg_h]
aeae1e91 add eax, [ecx]
aB4A1892 mov edg, [ebp+var_C]
apap1e96 add edg, [ebp+uar_108]
aBae1e99 xor eax, edx
a84A10898 mov eck, [ebp+var_C]
aB4B189E shr ecx, 5
agae1ea1 mov edx, [ebp+arqg_h]
aaeieah add eck, [ed=+h]
aBaa1BAT xor 2ax, ecx
aeae1eA? mov ecx, [ebp+var_ha]
aB4B18AC sub BCK, eax
A84818AE mouv [ebp+uar_ W], ecx
aB4a18B1 mov edx, [ebp+var_18]
aBhB18BN Sub edg, [ebp+var_14]
AB4A18BT mou [ebp+uar_ 18], edsx
aa48108BA jmp short loc_h8184E




88401828 push  ebp
Ba4E1821 nou ebp, esp
DONO1823 sub esp, 1hh
08481826 mou [ebp+uar 8], 28h
8481820 nou pax, [ebp+u]
DONE1830 nou ecx, [eax]
08481832 mou [ebptuar 4], ecx
84810835 nou edx, [ebp+u]
DOB4O1038 nou pax, [edx+h]
0481838 nou [ebptuar C], eax
8E48183E nou [ebp+uar 14], YE3779B9h
BBNE1BUS nou ecx, [ebpruar 14]
ea4e1848 shl ecx, 5
BE4E1048 nou [ebp+uar 18], ecx
ve
s L B
DOH0104E
PBNE1B4E loc_N8184E:
BBNE1B4E moy edx, [ebp+var 8]
DONO1E51 mou eax, [ebp+uar 8]
PB4E1854 Sub eax, 1
BENE1857 mou [ebpsuar 8], eax
DBNO105A test  edx, edx
0B4E185C jbe short loc_ 461880
I
¥ ¥
s < EX ki 2 B
BB40105E mou ecx, [ebpruar 4] 84 010BC
BBNO1061 shl ecx, 4 PBNO10BC loc NO1BEC:
88481064 ROU edx, [ebp+arg 4] 984818BC noy eax, [ebp+u]
BBAR1067 add ecx, [edx+8] BB4E10BF noy ecx, [ebp+uar 4]
BB4O106A ROY eax, [ebpsuar 4] pBNET1BCZ noy [eax], ecx
Y4 ° 88481060 add eax, [ebpsuar 18] eeNE18CH noy edx, [ebp+u]
at S t IS BB4E1070 xor ecx, eax BBAE10C7 mov eax, [ebpruar C]
. BB4O1072 ROy edx, [ebpsuar 4] pBNE1BCA noy [edx+h], eax
88481875 shr edx, 5 @BNE18CD noy esp, ebp
BBAB1078 mou eax, [ebp+arg 4] BBNE18CF pop ebp
BB4O107B add edx, [eax+BLh] pBNE180D retn
8848107 xor eex, edx @BNE1808 sub_NB16828 endp
BB401888 nov edx, [ebp+uar €] 88481000
BB4O1083 Sub edx, ecx
86401885 nou [ebp+uar_C], edx
BB401088 nou eax, [ebp+uar €]
0B40108E shl eax, 4
A048188BE mou ecx, [ebp+arqg_h]
BB4E1091 add eax, [ecx]
BBAO1092 ROy edx, [ebpsuar €]
BBNO1096 add eds, [ebp+uar 18]
BBAE1899 xor eax, edx
0BAO1098 mou ecx, [ebpsuar €]
BBNO109E shr ecx, 5
BB4E10A1 mOY edx, [ebp+arg 4]
oBNO10AN add ecx, [edxsh]
B0NB1BAT xor 2ax, ecx
BB4E10AY mOY ecxk, [ebp+uar 4]
BBAO1DAC Sub ecx, eax
BB4O1DAE Moy [ebp+uar_h], ecx
BB4810B1 ROV edx, [ebpsuar 18]
0B4O10BN Sub edx, [ebpsuar 14]
0B4O1BB7 mOU [ebp+uar 18], edx
BB4E10BA jnp short loc 48184E
I =




Tiny Encryption Algorithm - Wikipedia, the free encyclopedia O
en.wikipedia.org/wiki/Tiny_Encryption_Algorithm - Traduire cette page

The magic constant, 2654435769 or 9E3779B916 is chosen to be 232/¢, where ¢ is
the golden ratio. TEA has a few weaknesses. Most notably, it suffers from ...

“ Properties - Versions - Reference code - See also
Vous avez consulté cette page 15 fois. Derniére visite : 07/04/12

PoFl The RC5 Encryption Algorithm? O
www.engr.uconn.edu/~zshi/.../rc5.pdf - Etats-Unis - Traduire cette page

Format de fichier: PDF/Adobe Acrobat - Afficher

de RL Rivest - Cité 827 fois - Autres articles

Q32 =10011110001101110111100110111001 = 9e3779h9. P64 =
1011011111100001010100010110001010001010111011010010101001101011 ...
Vous avez consulté cette page le 05/04/12.

Internet Security: Cryptographic Principles, Algorithms and Protocols - Résultats Google Recherche de Livres
books.google.fr/books?isbn=0470852852...

Man Young Rhee - 2003 - Computers - 405 pages

... b7e!5163 + 9e3779b9 = 5618chlc 5[2] = 5[1] + Q32 = 5618cblc + 9e3779b9 =

f45044d5 5[3] = S[2] + Q32 = f45044d5 + 9e3779b9 = 9287be8e S[25] = S[24] + ...

Changeset 329 — CrypTool 2.0 O
https://www.cryptool.org/trac/CrypTool2/changeset/329

28 May 2009 — The magic constant, 2654435769 (Decimal) or 9E3779B9 (Hex) is
chosen to be (2*32 / phi) where phi is the golden ratio.</Run> ...

TEA Encryption Algorithm, Source code O

www.shokhirev.com/nikolai/.../uTeaSet_pas.html - Traduire cette page
... XTeaEncrypt/XTeaDecrypt Thanks to Pedro Gimeno Fortea <parigalo@formauri.es>
} interface const Delta: longword = $9e3779b9; type TLong2 = array[0.




Crypto Searcher “TEA”
Draca v0.5.7b “TEA/RC5/RC6E”
Findcrypt v2 @
Hash & Crypto Detector v1.4 “TEA/XTEA/TEAN”
PEID KANAL v2.92 “TEA/N, RC5, RC6”
Kerckhoffs 1)
Signsrch 0.1.7 “TEA”

SnD Crypto Scanner v0.5b 1))



Crypto Searcher “TEA”
Draca v0.5.7b “TEA/RC5/RC6E”
Findcrypt v2 @
Hash & Crypto Detector v1.4 “TEA/XTEA/TEAN”
PEID KANAL v2.92 “TEA/N, RC5, RC6”
Kerckhoffs 1)
Signsrch 0.1.7 “TEA”
SnD Crypto Scanner v0.5b 1))

That’s indeed the Tiny Encryption Algorithm!



mow
now
imul
nou
mow
mow
now
now
mow
now
mow
mow
now
mow
mow
now
mow

jmp

[ebp+var_T0], ecx
edx, [ebp+arg_C]
edx, [ebp+arg 8]
[ebp+uvar_ 14], edx
eax, [ebp+arg_h]
ecx, [eax]
[ebp+uar 87, ecx
edx, [ebp+arg_h]
eax, [eds+]
[ebp+uvar_ 207, eax
ecx, [ebp+arg_h]
edx, [ecs+8]
[ebp+uvar 1C], edx
eax, [ebp+arg i)
ecx, [easx+BCh]
[ebp+uar_ 18], ecx
[ebp+var_4], @
short loc_48185F

i

L et KT

loc_uB185F:

cmp [ebp+war 4], 28h

jnb short loc_ 401088

Il
¥ ¥

L B [P
mow eax, [ebpruvar_24]
shl eax, b loc_hB1888:
add eax, [ebp+uar T1C]Q (mow edx, [ebp+arg_80]
mouw ec¥, [ebptuar 241 (mow eax, [ebptuar_24]
add ecx, [ebp+var_14][ (mov [edx], eax
®or eax, ecx moy ecx, [ebp+arg 0]
mow edx, [ebp+uar_24][ |mov edx, [ebp+uar C]
shr edx, 5 mow [ecx+h], edx
add edx, [ebp+uar_18][ |mov esp, ebp
xor eax, edx pop ebp
mow ecx, [ebp+var_C] retn
Sub BCK, eax TdecryptEEYAXPATBHIEZ endp
mow [ebp+uar C], ecx
mow edx, [ebp+uvar_C]
shl edx, b
add edx, [ebp+uar_8]
mow eax, [ebp+uvar_C]
add eax, [ebp+uvar_14]
Xxor edx, eax
mow ecx, [ebp+uvar_C]
shr ecx, 5
add ecx, [ebp+uvar_28]
®ow edx, ecx
now eax, [ebp+var_2u]
Sul eax, edx
mow [ebp+uar 24], eax
mow ec¥, [ebp+uar_14]
sub ecx, [ebp+uvar_18]
mow [ebp+uar_14], ecx
jmp short loc_WB1056
i e BT
Toc_uB1es6:
mov edx, [ebpeuvar 4]
add edx, 1
mow [ebp+var_A4], edx

What about
this one?



mnou [ebp+var_T0], ecx
mou edx, [ebp+arg_C]
imul edx, [ebp+arg 8]
mnou [ebp+uvar_ 14], edx
mnov eax, [ebp+arg_h]
now ecx, [eax]
mnou [ebp+uar 87, ecx
now edx, [ebp+arg_h]
now eax, [edx+n]
mnou [ebp+uvar_ 207, eax
nov ecx, [ebp+arg_h]
now ed¥, [ecx+8]
mnou [ebp+uvar 1C], edx
now eax, [ebp+arg i)
now ec¥, [eax+BCn]
now [ebp+var 18], ecx
mow [ebp+var_ 4], @
jmp short loc_4@105F
i
L 2 B
1o¢_u@185F:
cmp [ebp+war 4], 28h
mow [Eh FH'U.:II"_ 1 H] ' BCY jnh Shl'.lll‘r.l lm:_llHIEB
Mo edx, [ebp+arq C] ¥ ¥
imul edx, [ebp+arg_8)] e P T ===
mou [Ellp+l..ldl" 1!|.] s Bdx shl eax, - loc_hB1888:
- add eax, [ebpruar 1C]|||mov edx, [ebp+arg 0]
Mo Bdi; [EHFH':'II'I_.I_-I-I] nou ecx, [ebp+uar_2u]||(mou eax, [ebpruar 24]
mow ecx, [eax] vor  aanbex o e Ece) femprarg e
now edx, [ebp+ 2u]f (mou edx, [ebp+ C
mowv [EnFH‘U-:II"_H]., BLCx shr edx, E proar2i nov [ecu-pEl],pe::r !
[LTiLT] (=T ES [EI]FH‘:II'!._] 1|] add edx, [ebpruar_18][ mou esp, ebp
# = ®OF eax, edx pop ebp
Mo epax, [edx+h] mou  ecx, [ebpevar c] [|[retn a a Ou
b BEX, Bax Tdecrypt@EVARPALBHIEZ endp
nov ebp+uar 28], eax no bpevar €],
Lebp I, el e
mow ecx, [ebp+arg_4] o cen kT .
now edx, [ecx+8] add  edx, [ebpruar 8] t h IS one ?
mow eax, [ebp+uvar_C]
mou [ebp+uar 1C], edx add eax, [ebp+uar 14] *
HOF edx, eax
Mo edi, [Ehp"‘:ll'l.] JI] mow ecx, [ebp+uar €]
hi eck, &
moy ecx, [eax+BCh add  ecx, [evpeuar_20
[ ] wor edx, Ecap !
mow [EI]FH‘U-HI" 15] » BCX mow eax, [ebp+var_24]
mow [ebp+uar h], @ sub  eax, edx
nou [ebp+uar 24], eax
jl'lll chort loc 4818%F nov ecx, [ebpsuar_14]
— Sub ecx, [ebp+uar_18]
mou [ebp+uar 14], eck
jmp short loc_WB1056
N icul ¢
O particular =
loc_u@i1@56:
nov edx, [ebpsvar ]
add edx, 1
constants
[ 10




Crypto Searcher
Draca v0.5.7b
Findcrypt v2
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Crypto Searcher
Draca v0.5.7b
Findcrypt v2
Hash & Crypto Detector v1.4
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Kerckhoffs
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S 88 &8 &8 88 8 8 ©

Sigh.. That was still TEA!
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What Can We Do ?

* How to recognize different TEA
implementations in a more reliable way ?

* |s there something such implementations
have to share ?



Input-Output Relationship

" For a key K and an encrypted text C, any TEA
implementation produces the same decrypted
text C’.
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using their 1/0 relationship ?



Input-Output Relationship

" For a key K and an encrypted text C, any TEA
implementation produces the same decrypted
text C’.

Could we identify TEA implementations by
using their 1/0 relationship ?

(or any other cipher)



PROPOSED SOLUTION



How To Use Input-Output Relationship ?

" let's say P is a program implementing an
unknown cryptographic algorithm.
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to prove that P implements a particular crypto
algorithm on any inputs.

(too many input states to test!)



How To Use Input-Output Relationship ?

" let's say P is a program implementing an
unknown cryptographic algorithm.

= We can not realistically use the 1/O relationship
to prove that P implements a particular crypto
algorithm on any inputs.

(too many input states to test!)

" But we can observe one particular P execution
and collect its input-output values...



For example:

0x42

OxCAFEBABE

OxDEADBEEF

21



Ox42

OxCAFEBABE

OxDEADBEEF

For example:

* Now imagine that when we execute a reference
implementation of TEA with the key 0x42 and the
input text OXCAFEBABE, it produces OxDEADBEEF.

What does it mean ?

22



Ox42

OxCAFEBABE

OxDEADBEEF

For example:

* Now imagine that when we execute a reference
implementation of TEA with the key 0x42 and the
input text OXCAFEBABE, it produces OxDEADBEEF.

What does it mean ?

* [t proves that P implements TEA on these
particular input values.

23



Final Goal

* We are going to prove that a particular
program P behaves like a known cryptographic
algorithm during a particular execution.

* [t means that we are not going to prove a
general semantic equivalence between P and
a cryptographic algorithm.



Workflow

Given a program P:

Step 1: Collect P execution trace.

Step 2: Extract possible cryptographic algorithms

with their parameters from P execution trace
(here is the magic).

Step 3: Identify these algorithms by comparing

their /O relationship with those of known
algorithms.



STEP 1: COLLECT EXECUTION TRACE



Execution Trace

" Pin:  Dynamic  Binary
framework.

ebp 0072de28

4012b3 | push ebp esp 0072bd98

esp 0012bd94

Instrumentation

12bd94 00712de28

4012b4 | mov ebp, esp | esp 0012bd?4 | ebp 0012bd?4

ebx 0200010

4012b6 | push ebx esp 00712bd84

esp 0012bd80

12bd80 2f00010

27




STEP 2: CRYPTOGRAPHIC
ALGORITHM EXTRACTION



How To Find Crypto Code ? (1)

* Cryptographic code constitutes only a part of
programs, we need a way to find it.

* As we want to play with obfuscated programs,
IDA functions will not be enough...



In obfuscated programs, such things can happen:

[ ALl
AaL a6 A1E
POLBSO1E
BauE6a1E
BOLBGA1E sub_bOGOE proc near
LTI
BOLASF2F mou [e=prarg 0], ebx I QOUBSATE arg_1h= dword pLe  18n
BRLASFAT moy ebx, [eckreds] BONDSOIB arg_T0= dward pre Zun
BOLASFNE push pdx 2OLESR1E 9 a BRNDSFIF mov [esprarg_U], ebx
2OLOoTAT push edd DOBAO1B ; FUHCTION CHUMK AT DBUDSFAZ SIZE 000000 BYTES ::t:fr_:: . '5*- [ecksedx]
BOLBAEE ; FUHCTION CHUHK AT BBLAEFRTZ S1ZE QBRARAE2 BYTES o pus Lt
[call sub_ 406018 | oussseta - Boaniral pun _eod
——
T e P maa BORBLE1E may duard_wis108, eax
BBLESFSL xor- Bax, vax DOLE6EZD mou eax, duord_43aBAC I call sub_LB681B I
BRRASFSE pop ebp BERBsHZE Moy pax, [eox+eax —
AOASFST retn i DOLBSEIE ine e L ] BRLASF5Y Hor BaK, eax
PONEGOZY add ebx, eax ABNOSF36 pop ebp
BALBAAZE mau [eex+edx], ebx BELESFST retn L]
BONBGOZE lea BcK, [BCk+Y]
BaLAaMAZT mav pax, dwnrd 433070
DRLRGAIG Chp esi, [edieeax]
BanBGHEY j1 log_lB5Faz2
SOREGFTA Sul_ROGFTA proc nEar 1
ABUASFTA Moy esi, duord_433om0 ¥ ¥
BBLESFED mav edx, [rdisrsi] LTS EL TN
BRLASFED sar esi, esi BELBGEEF Lea rex, dunrd_ 433155 DOBESFAZ ; STORT OF FUNMGTIDH CHUME FOR sub_b@6aiE
BBLESFES mov dward_W331C0, ecx BRUDGONS Led edi, [edi+d] AR A5FAZ
DOLESFRE war Bex, B DRLEEANE Moy [esp-1@hearg_14], esi] |PO4OSFAZ loc_LRASFAZ:
BRNOSFED push dword W32FAY BRIDGOAL Moy esi, [esp-1Bh+arg_?0]| |[MONASFAZ mou ebi, [ebp-OFSN]
DRLBEASD dec #si DOLESFAE Moy pan, dwoird 433108
call sub 4B5F3F I BONBGUST jz Loc L @FERFE .
e —— short sub 485F3F
DRLASFOF pap edi ¥ —
ABASFAG pop eba
BALESFAT Fekn L] ¥
BN ELTN
BRLEGAS T mau ebx, vsi BRLAFRTZ 5 START OF FUHLCTIOH CHURE FOR sub_ LB081E
PRLBEOST mOu ean, [BcwsTCh] DRUOFATZ
BALEAHEE mow rcx, [rcx+78h] BBGAFRT? loc BAFRTZ: 7 lpHoduleHane
- DBLAFATE push duord pEr [eex-BELh]
m sub hﬂ5F2EI | |eeuaFars call ds:GetHoduleHandlel
|] P — BBLEFATE mav BER, eax
BRUOFAED Moy ean, [ECK+ICN]
RBLAFEEE add Fax, CCN
BBULOFAES moy ed=, [eaxrBOR]
BBLAFREE lea ehx, loc_SEB1HAA
DBLAFAST push y

BRLAFARE push dunrd T an
DRLOFEPY call sub_LOFR2E

BOLASFPE <ub_BASFPE proc near BBUOFARE pop ebx
BRLASF2E push dword_B3IZFUC ::t:i::; gt ;:; cbp
L] h
Johesra pus 2 BBLAF&AZ? pop ehp '
IEEI].l sub 1IE’IEFE"I:II DRLOFEAD retn
TYT T

e e e \Win32.Swizzor’s packer

30




How To Find Crypto Code ? (2)



How To Find Crypto Code ? (2)

* Cryptographic algorithms usually apply a same
treatment on their input-output parameters.
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* |t makes loops a cryptographic code feature.



How To Find Crypto Code ? (2)

* Cryptographic algorithms usually apply a same
treatment on their input-output parameters.

* |t makes loops a cryptographic code feature.

e But there are loops everywhere, not only in
crypto... What kind of loops are we looking for ?



Loops ?

l
(et )
I

(switch (c))

Mebroot state-machine

35



0x00
0x01
0x02
0x03
0x04
0x05
0x06
0x07
0x08

inc
inc
mov
inc
inc
mov
inc
inc
mov

eax
ebx
[ebx], eax
eax
ebx
[ebx], eax
eax
ebx
[ebx], eax

Mebroot state-machine

Unrolling optimization
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0x00
0x01
0x02
0x03
0x04
0x05
0x06
0x07
0x08

inc
inc
mov

eax
ebx
[ebx], eax

inc
inc
mov

eax
ebx
[ebx], eax

inc
inc
mov

eax
ebx
[ebx], eax

Mebroot state-machine

Unrolling optimization

37



Looooops

* We look for the same operations applied
repeatedly on a set of data.



Looooops

* We look for the same operations applied
repeatedly on a set of data.

“A loop is the repetition of a same sequence of
machine instructions at least two times.”

(This sequence of instructions is the loop body.)



Example

Execution Trace

401325
401327
401329
40132c¢

401325
401327
401329
40132c¢

add ebx, edi

sub edx, ebx

dec dword ptr [ebp+0xc]
jnz 0x401325

add ebx, edi

sub edx, ebx

dec dword ptr [ebp+0xc]
jnz 0x401325
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Example

Execution Trace

401325
401327
401329
40132c¢

401325
401327
401329
40132c¢

add ebx, edi

sub edx, ebx

dec dword ptr [ebp+0xc]
jnz 0x401325

add ebx, edi

sub edx, ebx

dec dword ptr [ebp+0xc]
jnz 0x401325

Iteration 1

Ilteration 2
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Example

Execution Trace

401325
401327
401329
40132c¢

401325
401327
401329
40132c¢

add ebx, edi

sub edx, ebx

dec dword ptr [ebp+0xc]
jnz 0x401325

add ebx, edi

sub edx, ebx

dec dword ptr [ebp+0xc]
jnz 0x401325

Iteration 1

Ilteration 2

Loop

42



What About Nested Loops ?

Simplified CFG



What About Nested Loops ?

A
B
B
B
C
A
B
B
C

Simplified CFG

Execution trace
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What About Nested Loops ?

Simplified CFG

A
B
Loop B
B 3 iterations
B
C
A
B Loop B
B 2 iterations
C

Execution trace
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What About Nested Loops ?

A
B
B
B
C
A
B
B
C

Simplified CFG

Execution trace
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What About Nested Loops ?

Different!

A
B
B
B
C
A
B
B
C

Simplified CFG

Execution trace
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What About Nested Loops ?

A
B
B
B
C
A
B
B
C

Simplified CFG

Execution trace
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What About Nested Loops ?

Simplified CFG

Trace
Rewriting

\

J

—

\

Ok |

)

/’

—

\

A
B
B
B
C
A
B
B
C

Execution trace
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What About Nested Loops ?

Simplified CFG

Trace
Rewriting

J

\

Ok |

)

\

A
B
B
B
C
A
B
B
C

Execution trace
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Loop Detection Algorithm

1. Detects two repetitions of a loop body in the
execution trace.

(non trivial, because there is an infinity of possible loop
body)

2. Replaces in the trace the detected loop by a
symbol representing their body.

3. Goes back to step 1 if new loops have been
detected.



What’s Next ?

e We extracted possible cryptographic code
from execution traces thanks to a particular
loop definition.
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What’s Next ?

e We extracted possible cryptographic code
from execution traces thanks to a particular
loop definition.

e For the moment, we assume that each

possible cryptographic algorithm corresponds
to one single loop.

* How can we define parameters from the bytes
read and written in the execution trace ?



Loop Parameters (1)

* Distinction between input and output bytes in
the execution trace:

— Input bytes have been read without having been
previously written.

— Output bytes have been written.



Loop Parameters (2)

* We want to group together bytes belonging to
the same cryptographic parameter (key, input
text...).



Loop Parameters (2)

* We want to group together bytes belonging to
the same cryptographic parameter (key, input
text...).

What criteria can we use ?



Loop Parameters (3)

 Grouping of several bytes into the same
parameter:

1. If they are adjacent in memory (too large!)



Loop Parameters (3)

 Grouping of several bytes into the same
parameter:
1. If they are adjacent in memory (too large!)

2. And if they are manipulated by a same
instruction in the loop body.



Loop Parameters (3)

 Grouping of several bytes into the same
parameter:

1. If they are adjacent in memory (too large!)

2. And if they are manipulated by a same
instruction in the loop body.

add ebx, edi
mov eax, [ebx]

add ebx, edi

mov eax, [ebx]
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Loop Parameters (3)

 Grouping of several bytes into the same
parameter:

1. If they are adjacent in memory (too large!)

2. And if they are manipulated by a same
instruction in the loop body.

add ebx, edi
lteration 1 mov eax, [ebx]

add ebx, edi
lteration 2 mov eax, [ebx]
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Loop Parameters (3)

 Grouping of several bytes into the same
parameter:

1.
2.

If they are adjacent in memory (too large!)

And if they are manipulated by a same
instruction in the loop body.

| add ebx, edi
lteration 1 mov eax, [ebx]

add ebx, edi
lteration 2 mov eax, [ebx]
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Loop Parameters (3)

 Grouping of several bytes into the same
parameter:

1.
2.

If they are adjacent in memory (too large!)

And if they are manipulated by a same
instruction in the loop body.

| add ebx, edi
lteration 1 | mov eax, [ebx]

add ebx, edi
lteration 2 mov eax, [ebx]
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Loop Parameters (4)

* Once a parameter has been defined, we
collect its value from the trace.



Loop Parameters (4)

* Once a parameter has been defined, we
collect its value from the trace.

(memory address|register name):size

Parameter Value in hexadecimal
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Let’s Recap With a Use-Case

* Tiny Encryption Algorithm:
— Block cipher
— 64 round Feistel network
— 16-byte key
— 8-byte input text
— Magic constant delta (0x9E3779B9)

* We built a toy program calling the TEA decryption
function on:
— Key : ©XDEADBEE1. . .DEADBEE4
— Encrypted text: 9x0123456789ABCDEF



4010d0!push ebp!RR_ebp_12ffcO_esp_12ff80'WM_12ff7c_4_12ffcO!'WR_esp_12ff7c¢
4010d1!mov ebp, esp!RR_esp_12ff7c!\WR_ebp_12ff7c

4010d3!sub esp, Ox18!RR_esp_12ff7c!\WR_esp_12ff64

4010d6!mov dword ptr [ebp-0x8], 0x01234567'RR_ebp_12ff7c!\WM_12ff74_4 cafebabe
4010dd!mov dword ptr [ebp-0x4], Ox890ABCDEF!RR_ebp_12ff7c!WM_12ff78_4_cafebabe

4010e4!mov dword ptr [ebp-0x18], Oxdeadbeel!RR_ebp_12ff7c!\WM_12ff64 4 deadbeef
4010eb!mov dword ptr [ebp-0x14], Oxdeadbee2!RR_ebp_12ff7c\WM_12ff68_4 deadbeef
4010f2!mov dword ptr [ebp-0x10], Oxdeadbee3!RR_ebp_12ff7c\WM_12ff6¢c_4_deadbeef
4010f9'mov dword ptr [ebp-0Oxc], Oxdeadbee4!RR_ebp_12ff7c!WM_12ff70_4_deadbeef
401100!lea eax, ptr [ebp-Ox18]!RR_ebp_12ff7c!WR_eax_12ff64

Step 1: collect the execution trace
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Step 2: cryptographic algorithm
extraction



Step 2: cryptographic algorithm
extraction



R —

Step 2: cryptographic algorithm
extraction



Encrypted text Key

nown Algorithm

—

Step 2: cryptographic algorithm
extraction

i

=
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Decrypted text

Step 2: cryptographic algorithm
extraction
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STEP 3: CRYPTO ALGORITHM
IDENTIFICATION



Input 1: unknown algorithm A with its parameter values

é
i
I

Unknown Algorithm
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Input 1: unknown algorithm A with its parameter values

@
i
I

Unknown Algorithm

Input 2: reference implementations for common crypto algo

def tea (input_text, key): | def xtea (input_text, key): | def rc4d (input_text, key):
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Question

* |s there a way to combine A input values such
that tea(), xtea() or rc4() would produce A
output values ?
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can be divided into several loop parameter.



Question

* |s there a way to combine A input values such
that tea(), xtea() or rc4() would produce A
output values ?

e Some difficulties:

— Parameter division: a same cryptographic parameter
can be divided into several loop parameter.

— Parameter order: no particular order for A
parameters.



Question

* |s there a way to combine A input values such
that tea(), xtea() or rc4() would produce A
output values ?

e Some difficulties:

— Parameter division: a same cryptographic parameter
can be divided into several loop parameter.

— Parameter order: no particular order for A
parameters.

— Parameter number: we collect more than the
cryptographic parameters.



Brute-Force!
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Unknown Algorithm

’ﬁ
%

:
?

1. Generate all possible values with A input parameters:
1. Length 4: 00000020, 01234567, deadbee3...
2. Length 8: 0000002001234567, 0000OO20deadbee3,..
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Unknown Algorithm
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1. Generate all possible values with A input parameters:
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1. Length 4: 00000020, 01234567, deadbee3s...
2. Length 8: 0000002001234567, 00000020deadbee3,..

2. Same thing with A output parameters.
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1. Generate all possible values with A input parameters:

1. Length 4: 00000020, 01234567, deadbee3s...
2. Length 8: 0000002001234567, 00000020deadbee3,..

2. Same thing with A output parameters.

3. For TEA reference implementation:
1. Possible input texts (8 bytes): 00000026001234567,...
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Unknown Algorithm

:
?

1. Generate all possible values with A input parameters:

1. Length 4: 00000020, 01234567, deadbee3s...
2. Length 8: 0000002001234567, 00000020deadbee3,..

2. Same thing with A output parameters.

3. For TEA reference implementation:
1. Possible input texts (8 bytes): 00000026001234567,...
2. Possible keys (16 bytes): ...
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Unknown Algorithm

ﬁ
%

:
?

1. Generate all possible values with A input parameters:
1. Length 4: 00000020, 01234567, deadbee3...
2. Length 8:0000002001234567, 0000OO20deadbee3,..

2. Same thing with A output parameters.

3. For TEA reference implementation:
1. Possible input texts (8 bytes): 00000026001234567,...
Possible keys (16 bytes): ...

Execute our TEA reference implementation on each possible pair
(input text, key)
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Unknown Algorithm

|
|

%

1. Generate all possible values with A input parameters:
1. Length 4: 00000020, 01234567, deadbee3...
2. Length 8:0000002001234567, 0000OO20deadbee3,..

2. Same thing with A output parameters.

3. For TEA reference implementation:
1. Possible input texts (8 bytes): 00000026001234567,...
Possible keys (16 bytes): ...

Execute our TEA reference implementation on each possible pair
(input text, key)
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4. |If the output has been produced during step 2: success!
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STARTED AT

2012-04-08 08:59:58.284000

xx Crypto Algorithm Identification starting ?sxx

9 input parameters

7 output parameters

All possible input values generation... Done!

All possible output values generation... Done!

Build internal structure... Done!

Comparison phase starting... Test for TEA decryption...

»% Found TEA decryption

==:=> Key (16 bytes) : deadbeeldeadbee2deadbee3deadbeel
===> Crypted text (8 bytes) : 0123456789%abcdef
===> Decrypted text (8 bytes) : dfSec1536e089494

ENDED AT
2012-04-08 09:01:37.832000




EXAMPLES!



Storm Worm

 Several internet references about the use of
TEA in the Storm Worm packer (aka Tibs).

e Let’s take a look to the code...



push edi
mov ebx, [edi]
mov ec®, [edi+h]
mow edz, PE3779B9h
mow eax, edx
shl eax, o
mov edi, .
—
[P |
loc_1FA1:
mow ebp, ebx
shl ebp, 4
sub ecx, ebp
mou ebp, [esi+8]
®or ehp, ebx
sub ecx, ebp
mou ehp, ebx
shr ebhp, 5
®or ebp, eax
sub ecx, ebp
sub ec®, [esi+BCh]
mow ebp, ecx
shl ebp, 4
sub ebx, ebp
mov ebp, [esi]
Xxor ebp, ecx
sub ebx, ebp
mou ebp, ecx
shr ebp, 5
xor ebp, eax
sub ehx, ebp
sub ebx, [esi+h]
sub eax, edx
dec edi
jnz short loc_ 1Fm1
__________JfJ
il e =
pop edi
mou [edi], ebx
mov [edi+4], ecx
retn
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Classic TEA operations

push edi
ebx, [edi]

rTx T
mou ebp, [esi+8]
®or ehp, ebx
sub ecx, ebp

Ushr ebp, 5
Xxor P. eax
sub ecx, ebp
sub ec®, [esi+BCh]
m ®

(shl ebp, 4
S : p
mov ebp, [esi]

Xxor ebp, ecx
sub ebx, ebp

dshr ebp, 5
®xor , Bax
sub ehx, ebp
sub ebx, [esi+h]
sub eax, edx
dec edi
jnz short loc_ 1Fm1

__________liJ

s 5
pop edi

mou [edi], ebx
mov [edi+4], ecx
retn
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Classic TEA operations

push edi
mov ebx, [edi]
mov ec e

rTx T
mou ebp, [esi+8]
®or ehp, ebx
sub ecx, ebp

Ushr ebp, 5
Xxor EO0p, eax
sub ecx, ebp
sub ec®, [esi+BCh]
m ®

(shl ebp, 4
S : p
mov ebp, [esi]

Xxor ebp, ecx
sub ebx, ebp

dshr ebp, 5
®xor , Bax
sub ehx, ebp
sub ebx, [esi+h]
sub eax, edx
dec edi
jnz short loc_ 1Fm1

__________JiJ

il e =

pop edi

mou [edi], ebx
mov [edi+4], ecx
retn

Let’s try our
tool...
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Storm
Worm
Sample
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* For the previous loop, we extracted many
unknown algorithms like these ones:

S
I




* For the previous loop, we extracted many
unknown algorithms like these ones:

-

__"‘—"*Uk w Algorithm e

*iﬁ N

-iii-
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* For the previous loop, we extracted many
unknown algorithms like these ones:

e e e

\
D S—

/

Unknow Algorithm @ %
Looks like 8-byte cipher block

(like TEA!) in ECB mode -/-/ i\-\-

98



99



STARTED AT
2012-04-08 14:20:30.858000
»xx Crypto Algorithm Identification starting ¥
8 input parameters
5 output parameters
All possible input values generation... Done!
All possible output values generation... Done!
i i Nohe !
Comparison phase starting... Test for TEA decryption... Unknown Algorithm stays
unkuwown!

ENDED AT
2012-04-08 14:21:11.328000

WTF ?



Original TEA source code

z—= ((y<<4)+k[2]) = (y+sum) =~ ((y>>5)+k[3])

. .

=16 %y + *{ + B)) + (U >> 5)) + =( + 12)

Storm Worm implementation
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Original TEA source code

z—= ((y<<4)+k[2])| ~ |(y+sum)| = ((y>>5)+k[3])
. : : . , . ' :

z-=16 = y + (y ~ ={key + 8)) + {sum ~ {y >> 5)) + ={key + 12)

Storm Worm implementation
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Original TEA source code

z—= ((y<<4)+k[2])| ~ |(y+sum)| = ((y>>5)+k[3])
. : : . , . ' :

z—=16 = y + (y |~ ={key + 8)) + {5um: {y >> 5)) + =(key + 12)

Storm Worm implementation
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Original TEA source code

z—= ((y<<4)+k[2])| ~ |(y+sum)| = ((y>>5)+k[3])
. : : . , . ' :

z—=16 = y + (y |~ ={key + 8)) + {5um: {y >> 5)) + =(key + 12)

Storm Worm implementation

This is not TEA: parenthesis at the wrong place!
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STARTED AT

2012-04-10 13:22:02.192000

»x*x Crypto Algorithm Identification starting ¥
8 input parameters

> output parameters

All possible input values generation... Done!
All possible output values generation... Done!
Build internal structure... Done!

Comearison phase starting... Test for =Storm Wormx TEA decrgetion...
* Found =Storm Wormx TEA decryption x=x

=z=> Key (16 bytes) : 00a804d60157e05a0014ab5b00b213bb <:>

=z=> Crypted text (8 bytes) : 565e3f28034b9662

===> Decrypted text (8 bytes) : 0000104a00001400
ERDED—AT

2012-04-10 13:22:13.877000

Ok, Storm Worm implementation added to the base...
(this is not TEA)




Trojan.SilentBanker

e Several internet references about the use of
TEA in SilentBanker.

e Let’s take a look to the code...

(sounds familiar, isn’t it ?)



mov [ebp+arg_#8], BCGEF3728h
mov [ebp+var C], edi
moy [ebp+var_18], eax
mov [ebp+arg 4], 28h
vy
[
loc_4B12EC:
mou edi, [ebp+var 4]
moy eax, edx
shr eax, &5
®0r eax, [ebp+arg_ 8]
®or edi, edx
add edi, [ebp+uvar 8]
mou ebx, edx
shl ebx, 4
add edi, eax
add ebx, edi
mou edi, [ebp+var C]
sub ecx, ebx
mouy eax, ecx
xor edi, ecx
add edi, [ebp+var_ 18]
mou ebx, ecx
shr eax, &
®0r eax, [ebp+arg_ 8]
add [ebp+arg_B], 61CBEGLTH
shl ebx, 4
add edi, eax
add ebx, edi
cub edx, ebx
dec [ebp+arg_u]
jnz short loc 4812EC
v
il s =
mov [esi], edx
mov [esi+4], ecx
pop edi
pop esi
pop ehx
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TEA classic constant
mou [ebp+arg_#8]
nov EEEB::::_E et (delta * round number)
mov [EI]|II+EII"I_:|: %
vy
- = TEA round number
loc_4B12EC:
mov edi, [ebp+var_A4]
< r Eax: 5
®0r eax, [ebp+arg_ 8]
®or edi, edx
add edi, [ebp+uvar 8]
§ edx
. . L (shl ebx, 4
Classic TEA operations 7 3 —eax
add ebx, edi
mou edi, [ebp+var C]
sub ecx, ebx
mov eax, ecx
xor edi, ecx

edi, [ebp+var_ 18]

ebp+ar

add [ebp+arg 8], 61C88647h = sub [ebp+arg_0], Ox9E3779B9
shl Enn;

add edi, eax

add ebx, edi

cub edx, ebx

dec [ebp+arg_u]

jnz short loc 4812EC

.

(PN
mov [esi], edx

mov [esi+4], ecx

pop edi

pop esi 108
pop ehx



TEA classic constant
mov [ebp+arg_8]
no EEEE:EH’ e (delta * round number)
nov__ [ebprarg . 200
s
- = TEA round number
loc_4B12EC:
mou edi, [ebp+var 4]
< r Eax: 5
®0r eax, [ebp+arg_ 8]
®or edi, edx
add edi, [ebp+uvar 8] )
. . 2<:5h1 ehx, de Let S try
Classic TEA operations E ; eax
add ebx, edi
o edl. [ebpruar o our tool...
sub ecx, ebx
mou eax, ecx
xor edi, ecx
edi, [ebp+var_ 18]
C
|| » [EDp+arg_
add [ebp+arg B8], 61C88647h = sub [ebp+arg_0], Ox9E3779B9
shl oS
add edi, eax
add ebx, edi
cub edx, ebx
dec [ebp+arg_u]
jnz short loc 4812EC

.

(PN
mov [esi], edx

mov [esi+4], ecx

pop edi

pop esi 109
pop ehx



* For the pre Ipwettdmy
unknown Ig thmlkth
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* For the previous loop, we extracted many
unknown algorithms like these ones:

pE ===~

" Unknown Algorithm @ = |

""'--..

%—9-

Looks like 8 byte cipher block Unknown Algorithm 1

4—-"
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STARTED AT

2012-04-08 16:05:14.288000

xx Crypto Algorithm Identification starting ?¥x
9 input parameters

7 output parameters

All possible input values generation... Done!
All possible output values generation... Done!

omparison phase starting... Test for TEA decryption... Unknown Algerithm stays
hkwown!




STARTED AT

2012-04-08 16:15:22.255000

xx Crypto Algorithm Identification starting %
9 input parameters

7 output parameters

All possible input values generation... Done!
All possible output values generation... Done!
Build internal structure... Done!

Comparison phase starting ___Test for xStorm blorme TEQ decryntion. ..

xx Found =Storm Wormx TEA decryption
===> Key (16 bytes) : 4d73cc573ecal8383a91f895Ffeabbte <:> !!
=zz2> Crypted text (8 bytes) : 68575ff2175d44ae
===> Decrypted text (8 bytes) : 905a4dff300

ENUEL HI
2012-04-08 16:16:22.552000

Same implementation than in the Storm Worm!




 They probably both copied/pasted a wrong
source code from the internet.

» Started to look for it: Google, TEA Wikipedia
page,... nothing!

e At some point, | remembered something
these two malware families have in common...



They both came from Russia!
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Tiny Encryption Algorithm

From Wikipedia, the free encyclopedia

In cryptography, the Tiny Encryption Algorithm (TE
few lines of code. It was designed by David Wheeler
Fast Software Encryption workshop in Leuven in 1994

The cipher is not subject to any patents.

Contents [hide]

1 Properties

2 Versions

3 Reference code
4 See also

5 Notes

& References

7 External links

Properties

TEA operates on two 32-bit unsigned integers (could
a suggested 64 rounds, typically implemented in pairs|
exactly the same way for each cycle. Different multiple
rounds. The magic constant, 2654435769 or 9E3779

TEA has a few weaknesses. Most notably, it suffers fr
effective key size is only 126 bits.[* As a result, TEA i
hacking Microsoft's Xbox game console, where the cij
requires 223 chosen plaintexts under a related-key pai
designed.
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CcbInku

» CTpaHuLua anroputMa WwindposaHua TEAE I
» Roger M. Needham and David J. Wheeler. «TEA, a Tiny Encryption Algorithm»(PDF) Al o
* Andew Hang , : —onentrodustion bare "»1@0

« Paris Kitsos,Yan Zhang. « echniques, Protocols and System-On-Chip Design»[3] & Q

« David J. Wheeler and Roger M. Needham. «Correction to xtea.» Technical report, Computer Laboratory,
* Roger M. Needham and David J. Wheeler. «Tea extensions.» Technical report, Computer Laboratory, Ut
e Test vectors for TEA® O

e JavaScript implementation of XXTEA with Base64 & O
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¥ Tweet
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Russian
Website
TEA source
code

push edi ; CoxpaHsem|
mov ebx,v0 ; Knagém
mov ecx,vl ; B ecx kn|
mov edx,9e3779b5Sh ;
mov eax,edx ; Knagém
shl eax,5 ; Casur eax
mov edi,32 ; Knagém g
DLoopR:

mov ebp,ebx ; Knagé
shl ebp,4 ; Casur ebp
sub ecx,ebp ; OTHuMa
mov ebp,k2 ; Knapém
xor ebp,ebx ; XOR'uM
sub ecx,ebp ; OTHUMa|
mov ebp,ebx ; Knagé
shr ebp,5 ; Casur ebp
xor ebp,eax ; XOR'uM
sub ecx,ebp ; OTHMMa|
sub ecx,k3 ; OTHuMae

mov ebp,ecx ; Knanéw
shl ebp,4 ; Casur ebp|
sub ebx,ebp ; OTHUME
mov ebp,k0 ; Knagém
xor ebp,ecx ; XOR'um
sub ebx,ebp ; OTHUME
mov ebp,ecx ; Knanéw
shr ebp,5 ; Casur ebp
xor ebp,eax ; XOR'vM
sub ebx,ebp ; OTHUME
sub ebx,kl ; OTHUMaEe
sub eax,edx ; OTHHMal
dec edi ; YMeHblUaeM
jnz DLoopR ; dewndp

pop edi ; BoiHUMaeM |
mov v0,ebx ; Knagém
mov vl,ecx ; B oTBea§
ret : BozepaT vz noan
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Russian

Website
TEA source

code

push edi ; CoxpaHsiem
mov ebx,v0 ; Knagém
mov ecx,vl ; B ecx kn
mov edx,9e3779b5Sh ;
mov eax,edx ; Knagém
shl eax,5 ; Casur eax
mov edi,32 ; Knagém i
DLoopR:

mov ebp,ebx ; Knagé
shl ebp,4 ; Casur ebp
sub ecx,ebp ; OTHuMa
mov ebp,k2 ; Knapém
xor ebp,ebx ; XOR'uM
sub ecx,ebp ; OTHUMa
mov ebp,ebx ; Knagé
shr ebp,5 ; Casur ebp
xor ebp,eax ; XOR'uM
sub ecx,ebp ; OTHMMa
sub ecx,k3 ; OTHuMae

mov ebp,ecx ; Knanéw
shl ebp,4 ; Casur ebp
sub ebx,ebp ; OTHUME
mov ebp,k0 ; Knagém
xor ebp,ecx ; XOR'um
sub ebx,ebp ; OTHUME
mov ebp,ecx ; Knanéw
shr ebp,5 ; Casur ebp
xor ebp,eax ; XOR'vM
sub ebx,ebp ; OTHUME
sub ebx,kl ; OTHUMaEe
sub eax,edx ; OTHuMa
dec edi ; YMeHblUaeM
jnz DLoopR ; dewndp

pop edi ; BoiHUMaeM |
mov v0,ebx ; Knagém
mov vl,ecx ; B oTBea§

ret : BozepaT 13 noan

push edl
mov ebx, [edi]
mov ecx, [edi+u]
mov edx, QE3779B%9h
mov edx, edx
shl eax, o
mov edi, 260 ;
—5

il s =

loc 1FA1:

mou ebp, ebx

shl ebp, &4

sub ecx, ebp

mou ebp, [esi+8]

®or ebp, ebx

sub ecx, ebp

mou ebp, ebx

shr ebp, 5

®or ebp, eax

sub ecx, ebp

sub ecx, [esi+BCh]

mou ebp, ecx

shl ebp, &4

sub ebx, ebp

mou ebp, [esi]

®or ebp, ecx

sub ebx, ebp

mou ebp, ecx

shr ebp, 5

®or ebp, eax

sub ebx, ebp

sub ebx, [esi+h]

sub eax, edx

dec edi

jnz short loc_ 1FA1

__________JiJ

il s 3

pop edi

mou [edi], ebx
mou [edi+h], ecx
retn

Storm
Worm
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MORE EXAMPLES!



Remember This ?

i e Y S



Remember This ?

Round number Delta

—

known Algorithm

e e

The magic TEA constant (delta) and the round
number are seen as input parameters,
because they are initialized before the loop
and used inside.

123



Modified TEA Implementation

e delta =0x12345678 (normally 0x9E3779B9)
* round number = 16 (normally 32)

nown Algorithm

124



* TEA reference implementation extended:

def tea (input_text, key):

125



* TEA reference implementation extended:

def tea (input_text, key,

126



 TEA reference implementation extended:

def tea (input_text, key,

STARTED AT

2012-04-08 13:16:27.918000

xx Crypto Algorithm Identification starting ¥
8 input parameters

3 output parameters

All possible input values generation... Done!
All possible output values generation... Done!
Build internal structure... Done!

xx Found xmodifiedx TEA decryption xx
===> Key (16 bytes) : deadbeeldeadbee2deadbee3deadbeel
===> Delta (4 bytes) : 12345678
===z> Round number (4 bytes) : 000010

===> Crypted text (8 bytes) : 0123456789%abcdef

z==z> Decrypted text (8 bytes) : 51801131edd4885

2012-04-08 13:21:11.562000




MORE EXAMPLES!



RC4 (1)

 RC4 algorithm:
— Stream cipher
— Variable-length key

— Two loops generate a pseudorandom stream into
a 256 bytes substitution-box (S-BOX).

— A final loop does the actual decryption.

* We have to extend our model to regroup
different loops into a same algorithm.



Interlude: Loop Data-Flow

e Two loops L1 and L[2 are in the same
algorithm:

— If L1 started before L2 in the trace.

— If L2 uses as input parameter an output parameter
of L1.

(or the contrary!)



RC4 (2)

* We built a toy program calling the RC4
decryption function on:

— Key : “SuperKeyIsASuperKey” (19 bytes)
— Encrypted text: “AAA....AA” (1024 bytes)



Statically speaking
it looks like this...

—‘I}
ks w2 ET
ae4E1 paF
00401 00F loc_48100F :
00501 G0F mou [edx], cl
084081811 inc BCx
00401012 mou esi, eax LOOp 1
001014 inc edx
BaLE1 15 chp cx, si
oase1018 j1 short loc_h@10arF
—I*J
[ B
aese101a Ror d1, dl
aB46101C mou byte ptr [key+188h], B
28401023 mou byte ptr [key+181n], 8|
BBLB182A wor esi, esi
BBLB102C mow ecx, key
0040102E mou [ebp+uar_h], eax

¥4

L o EL
80401831

80401031 loc_4B1031:

20401831 novzx  ebx, byte ptr [ecx]
004010834 novzx eax, dl

00401837 nov edx, [ebp+key data ptr]
BB4B1083A movzx  edx, byte ptr [eax+edx]
00401083E add edx, esi

00401848 add edx, ebx

00401842 and edx, BOOOOBFFh

BONBT1B4E jns

short loc_a@1852

I‘I—

LA |

- -
D04 B9F

DEYETRPF Loc_YET@Rr:

BR4EAOF Lea vk, [esi+d]
Doudian? and edi, SBASAEFFh
DB BAE {ns short loc_&idDE2
- =

DOLD AR dec eds

B BAE 0 edx, BFFFFFFBBR
D04 1 inc edx
- w
D04 BE2
BRI BE? loc 4E1EH?:
BOLEI 802 nowzs esi, dl
DR BES lea eax, [esivhey]
BRLE1BER novEs ek, byte ptr [eax]
DRy REE add ebx, edi
BRLE1BED and b, BRBBAEFFN
DI BCT jns short loc_h@idch

- =

BOLEIBCS dec e

DIuBIBCE or ebx, WFFFFFF D00
DB BCE dinc ehx

i

L < B3 L

0461 ehA dec edx

o401 048 or edx, OFFFFFFB8nh

8on01051 inc edx Loop 2
S —

s 2 ET

oaya1852

BBAR1052 loc_4@1852:

004010852 movzsx esi, d1

00401055 nov a1, [ecx]

084010857 mou bl, [esi+key]

88408185A inc eax

00401658 nov [ecx], bl

004B185D mov [esiv+key], a1

004010860 cdg

aeue1861 idiv [ebp+key_data_len]

eeNe186h inc ecK

20410865 dec [ebpsuar 4]

aeNe1868 jnz short loc_h@1831
|

-

-
i BCD

DR EIBCD Loc _SE16C0:

DELE1ECD Pouzx edi, bl

DB ADE Row [ebpe+y]. b1

BRLE1E03 mow b, [eax]

DB A0S now [ebpeuar_1], bl
BRYE1EDE Pow bl, [edi+vkey]

D1 A0E oy [eax], bl

BRI ADD Row bl, [ebpruar_1]
ABUBTEEE nou [ediskey], bl
DBEIBES now ebx, [ebprvar_10]
BRUB1BEG movsx vax, byte ptr [eax]
DB4ETBEY Pow [ebpevar_C], edi
B BEE now pdi, [ebprbuffer ptr)
D41 BEF add edi, ebx

B ETEFT o ehx, [ebprear ]
DOUE1EFE mouzx ebi, byte pltr [elaskey]
DREAFE add ehx, eax

DRLB1EFA and ehx, SAAARBFFH
nuEian jns short loc_ 40018

I‘_

Loop 3

- -
aiuEiiE? dec ehx
oo E o ebx, @FFFFFF DO
D189 inc ebx
- -
[T R 1]
BEYET8R Lo _4Ei18R:
DO4ETT8A Moz eax, b1
HENET1A0 AoY al, [eax+key)
BELEi118 xor [edi], al
Do EAA2 ine [ebpecounter]
BEUEI115S novsx vax, ward ptr [ebp+counter]
LSRR T eax, [ebprbuffer_len
DL E1IE now [ebpewar 18], rax
nouEiAF j1 loc_ 4 B9C
11
¥ ¥
- ——
D25 now al, [ebpey] D040 B0
B 1EE pop edi B BE Loc SETERC
D129 pop e5i D040 B9C Ry edi, [ebpsvar C]

¥

|_13.2_



Crypto Searcher
Draca v0.5.7b
Findcrypt v2
Hash & Crypto Detector v1.4
PEiD KANAL v2.92
Kerckhoffs
Signsrch 0.1.7
SnD Crypto Scanner v0.5b

S 88 &8 &8 88 8 8 ©
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Crypto Searcher
Draca v0.5.7b
Findcrypt v2
Hash & Crypto Detector v1.4
PEiD KANAL v2.92
Kerckhoffs
Signsrch 0.1.7
SnD Crypto Scanner v0.5b

S 88 &8 &8 88 8 8 ©

Let’s try our tool...

134



* We extracted from our toy program:

S e
R ——




* We extracted from our toy program:

Input text

B s

Unknown Algorithm (3 loops)

S P

Output text
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* We extracted from our toy program:

Key Input text

S s

Unknown Algorithm (3 loops)

S P

Output text
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* We extracted from our toy program:

Key Input text

S s

Unknown Algorithm (3 loops)

S P

S-Box Output text
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STARTED AT

2012-04-08 19:34:12.959000

xx Crypto Algorithm Identification starting ¥
3 input parameters

3 output parameters

All possible input values generation... Done!
All possible output values generation... Done!
Build internal structure... Done!

Comparison phase starting... Test for RC4...

*» Found BCY xx

=223 Key (19 bytes) : 53757065724b657949734153757065724b65T9

=223 Crypted text (1024 bytes) : H14TH1HIHIHTIHIYY . ..

===> Decrypted text (1024 bytes) : cldcb3d553c720f6. ..

ENUEL HI
2012-04-08 19:34:12.990000




Sality

e Several internet references about the use of
RC4 in the Sality packer.

e Let’s take a look...

(suspense...)



Loop 1

o el
o WEEERF RN

+ BECIRITIEN

AERESTIE lac HS8T7I:
ABRESTEY imc

dL
WIHRIEER
q_u), exi

BENTAE man gl |eRpeans)
g e war ledd].
€l 1

ABETTRE pap it
BAESTES dec i
ABAESTEE faz lac_ssBIE2




il e
884693 2E
0046932E loc_AW6932E:
B046932E inc eCcx
8846932F shl ecx, 1
AA469331 sub eax, fB7Dh
B8469337 and ecx, edi
8469339 inc BCX
aB46933A shld ecx, eax, cl
88469330 sub eax, 6151h
08469343 inc eCcx
0469344 and ecx, edi
88469346 test eax, 26DF4C7Dh
04693406 sub eax, BE3CBh
0469352 and ecx, BBES72435h
88469358 bsf ecx, eax
88469358 shl ecx, BASh
B8846935E sub eax, 3867h
Be469364 and ecx, edi
80469366 bts ecx, 15h
AA46936A bis ecx, GCDh
A846936E sub eax, BFB16h
8a469374 and ecy, edi
88459376 jmp short loc_ 469379
¥
[N
AdLG9379
80469379 loc_ L693790:
80469379 imul eCx, eax
8046937C sub eax, ¥39Ch
80469382 lea ecx¥, ds:168FBCADNh
BAu69388 tect eax, BAEB7FQu6Sh
B046938BE lea ecx, ds:467F6C1Dh
AdL692394 sub eax, BD3DBh
88469394 shld ecx¥, eax, BDSh
BA46239E imul ECX, eax
80469301 xadd eCcX, BCX
804693A4 sub eax, 180B67D7h
AB4693AA shld ecx, eax, BCCh
B04693AE and ecx, edi
88469380 jmp short loc_4693B3

Loop 1

ARREPALE ® au) =
ABREPASE pash  dwerd ple [ece]

annasank sar
Aean] Leal
TreTaRT man

- Levprm],
ARERSRE Vb hp, rox

ARERSEL Lea hx, i MITETAR
ARAERSLE Jnp shert loc sRECT

.
il i
¥ mav Iebprwcaadl], sh
7
[#Baisuan adi v,
[4Bai5033 pay v
[ibaisish g v, wdi
dbaisnss jas whark Lec_REFEED

[ansanat 7w e, B
[apsamai? iac el
apsssis paz lac_siRiaF

Loop 3

ABhERTIS ade
ABhERT IR wab
WRRESTIN wadn
ARRANTIR maE
FEBNENTND wie
ARRETTHE push
FEMETTAE pap
ARETTAE add
ABhERTRE tent
AEERTET wald
L TL T ST
ARRRNTEE maE
PRRAPFLE el
BRRATTIE “hb
ARREFTER whrd
AETTE] =chg
ABNIRTED add
ABhERTEL maw
ddhieTER lac
ABRAGTAE FEp mas
ANENTHF Sk
PRRAPTIT miw
ARRETTTT Lriwap
ABRARTIE maw
ABRERTIT add
dBhieTE1 ror
TR L TR
REABNTET Dmsap
ARNENTAN mae

a

ARMETTAr bE
ABRERTIR dec
ABAERTRY ade
ABRERTEL Duwsp
ABRERTRT dn

ABRANTR) Pep man
=

"
ABRERTAE Bnl
ABRERTAR adE
ABRERTAE pap
ABRERTAL adE
LLLT LT [ T
ABRENTAT war
IRENTEY. Sub
ABKERTEE pap
ABRERTEE dec
ABRERTER fax

_‘l'
ABkERTIZ
ABRERTIE lac_ASRTER:
ABRERTIY dmc dl
ABAERTIN push  BAPBREEER
ABRERTIR maw [#ap-h=sig_n], exl
ABABYFIC pih L1
ARRENTIE 200 LT
IBRERTIE Ny al
AKETTI] maw al.
ABKERTID maw al, Wk

bL, [eap#]

il B TREESE AN

wil
wii, BFRESIITH
wan, wap
wdi, JAk
e, du

i, wed
wdi, TPINISHGR
i, wcx

al, ch

wdi

el 1

al, [Eupeane]
[edd]. ¥

el ¥

wil

i
lac_sswrnz |

_'fl



il e
884693 2E
0046932E loc_AW6932E:
B046932E inc eCcx
8846932F shl ecx, 1
AA469331 sub eax, fB7Dh
B8469337 and ecx, edi
8469339 inc BCX
aB46933A shld ecx, eax, cl
88469330 sub eax, 6151h
08469343 inc eCcx
0469344 and ecx, edi
88469346 test eax, 26DF4C7Dh
04693406 sub eax, BE3CBh
0469352 and ecx, BBES72435h
88469358 bsf ecx, eax
88469358 shl ecx, BASh
B8846935E sub eax, 3867h
Be469364 and ecx, edi
80469366 bts ecx, 15h
AA46936A bis ecx, GCDh
A846936E sub eax, BFB16h
8a469374 and ecy, edi
88459376 jmp short loc_ 469379
¥
[N
AdLG9379
80469379 loc_ L693790:
80469379 imul eCx, eax
8046937C sub eax, ¥39Ch
80469382 lea ecx¥, ds:168FBCADNh
BAu69388 tect eax, BAEB7FQu6Sh
B046938BE lea ecx, ds:467F6C1Dh
AdL692394 sub eax, BD3DBh
88469394 shld ecx¥, eax, BDSh
BA46239E imul ECX, eax
80469301 xadd eCcX, BCX
804693A4 sub eax, 180B67D7h
AB4693AA shld ecx, eax, BCCh
B04693AE and ecx, edi
88469380 jmp short loc_4693B3

Loop 1
Hmpf.. Let’s try!

Py
BRAAASS maw e, SCIRSTIAR
ARREPASE mad  ehE, ram

ABREPASE pash  dwerd ple [ece]

Loop 3

l' ]
—
]
ABMERT2Y
EBERTRE lac_SERTE2:
EBRERTRE dimc L
ABERT RN panh RIHREEEh
ARRERTIE maE [esp-a=arg i), exl
ABRENTIC pash el
ABREVT2E i ey, e
ABRERTRF nvey al
ARRERTI maw al, &
ann 7 -y Lot & ABMERTI] maw al, @ik
TMCOIE Tre  ehE, e tamr i AL (el
ARRAET g whort loz SACE BELAFTES ol

WRRESTIN wadn
ARRANTIR maE
FEBNENTND wie
FERETTNE sl
FEMETTAE pap
ARETTAE add

BBAEGATS imal i, wai, BMTEMALDR
e ABRERTAE tenk

¥ mas Ieprwcad]. sh
-

H AEERTET wald
ARG B add win
AB4E431 pap v REREETRR Teut
Ty v RBARTRE mae
BRGS0 b whark Lec_REFEED

UBRAVTLY b
ABREVTLE “hb
ABRERTEE wArd
ABMERTEY =chg

SUANRE 1ad ABNERTE] ade wan, #ap
ARuSAS 2 ABRESTEE maw wdl, BEFRETECTE
EBESTER ImC L]
ABEUTEE Fep maw on, S8
ABREETRF Sab on,
IRV maw il B
IBEETIT Dnwap el
UREFTIE maw wii, MIRTSIIY
ABERTIT ade van, whp
EBRERTE1 ror wdl, Jik
EBEGTER mavsx  edd, du
AREGTED Dmeap el
ABKEU TN maw [ewn]. 31
IBNEYTEE Sab LT
ABRETTAN maw wl; wiln
FBEETHN BL wili, wnd
EBERTIR dec wll
ABNERTT ade wdn, whp
ABNERTES Dmmsp el
ARkEGTE) dn w3

WBARYFRY Fep man (edn]. oh
=

i, wsd
" wdi, TPINISHGR

ABRERTAE Bnl i, wcx

ABRERTAR adE al, o

ABRERTAE pap il

ABRERTAL adE i, 1

LLTTUT T al, [eupreanid]

ABRENTAT war I#ei]. 31

IRENTEY. Sub [

ABKERTEE pap it

ABRERTEE dec i

ABRERTER fax lac_szzz |

_'fl



(Multi-loops)

Sality
Sample
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For the previous 3 loops, we extracted one
algorithm:

e S e e S
S S S S s
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For the previous 3 loops, we extracted one
algorithm:

o e S e e 5 e SIS

known Algorithm (3 Loops)

e —
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For the previous 3 loops, we extracted one
algorithm:

I

Unknown Algorithm (3 Loops)

|/J o o e
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For the previous 3 loops, we extracted one
algorithm:

I

Unknown Algorithm (3 Loops)

|/J e Wi g

X86 ExecutableCode!
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For the previous 3 loops, we extracted one
algorithm:

e o

Unknown Algorithm (3 Loops)

|/J

X86 ExecutableCode!

149



For the previous 3 loops, we extracted one
algorithm:

e o

Unknown Algorithm (3 Loops)

II

X86 ExecutableCode!
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STARTED AT

2012-04-10 16:29:05.135000

xx Crypto Algorithm Identification starting %
S input parameters

4 output parameters

All possible input values generation... Done!
All possible output values generation... Done!
Build internal structure... Done!

Comparison phase starting... Test for RCH...

*» Found RCY xx

===> Key (8 bytes) : b8a2baa789850cea

===> Crypted text (57066 bytes) : d2276d92eH4chSH46. ..

===> Decrypted text (S7066 bytes) : e8000000005d81ed. ..

el HI
2012-04-10 16:29:06.923000




RC4 extracted from two Sality binaries

N S
———

e i i e e R SR
%Unknown Algorithm (3 Loop
=

gﬂ
|



RC4 extracted from two Sality binaries

-\-H Fﬁw
-/ —\-\-

D
%Unknown Algorithm (3 Loo
=

\

gﬂ
[



RC4 extracted from two Sality binaries

L s

U known Algorithm (3 Loops)

O S
@\! s

Unknown Algorithm (3 Loops)

e




RC4 extracted from two Sality binaries

L s

Unknown Algorithm (3 Loops)

\

Unknown Algorithm (3 Lobps)

SESS=—————

156




RC4 extracted from two Sality binaries

L s

Unknown Algorithm (3 Loops)

_—_-—-—-‘--‘-

\




RC4 extracted from two Sality binaries

e ————

Unknown Algorithm (3 Loops)

Crypto parameters always at the same offsets!



EXAMPLE WHERE IT BOESN-F
COULD WORK



Compression Algorithms

* Compression algorithms have also a very
particular input-output relationship.

e That should work too!



161

C 1
1

=Lk

Sy

UPX LZMA




Fai W 7
al [ B BN ] [ ]
v
[ b
81826021 jnz short 1uc_1ﬂZﬂDZBI
|1 i
¥
[ |
81828023 mov ebx, [esi]
81828025 sub esi, BFFFFFFFCh
1820028 adc ebx, ebx
8182602A jnb short loc_1826D18
| )
L ]
il s
g1e28D2C
81626D02C loc_1828D2C:
8182aD2C xor ecx, ecx
018Z28D2E sub eax, 3
81828031 jb short loc_1828D40

¥

s

81828033 shl eax, 8

810828036 mov al, [esi]

016820038 inc esi

81820039 xor eax, OFFFFFFFFh

81828D3C jz short loc_1828DB2

1
¥ ¥
il s = W s = b
81828DB2 81828D3E mov ebp, eaxl
81820D0B2 loc_ 18208DB2: -
81826082 pop esi
81826DB3 movw edi, esi
81828DBS mov ecx, ?4Dh
Ty ®w ¥

[ ol [ =]
81828DBA g1828p48
818280BA loc_10828DBA: 81820048 loc_168208D48:
a182ADEA mov al, [edi] f1ezapun add ebhx, ebhx
818268DBC inc edi 81828042 jnz short loc_1828D4E
818268DBD sub al, BES8h | |




Fa

Why

?

¥

il s =

|

81826021 jnz

short loc_1026D2C|

¥
[ |
81828023 mov ebx, [esi]
81828025 sub esi, BFFFFFFFCh
1820028 adc ebx, ebx
8182602A jnb short loc_1826D18
| )
L ]
il s
g1e28D2C
81626D02C loc_1828D2C:
8182aD2C xor ecx, ecx
018Z28D2E sub eax, 3
81828031 jb short loc_1828D40
I
s = N
81828033 shl eax, 8
81820036 mov al, [esi]
016820038 inc esi
81820039 xor eax, BFFFFFFFFh
Ni18208D3C jz short 10c_1ﬂ2gg9!
¥ ¥
il i 53 il e =
81828DB2 81828D3E mov ebp, eax
91828DB2 loc_1828DB2:
81826082 pop esi
81826DB3 movw edi, esi
81828DBS mov ecx, ?4Dh
Ty ®w ¥
[ ol [ =]
81828DBA g1ez2apu8
81820DBA loc_1826DBA: 818208048 loc_18208D48:
a182ADEA mov al, [edi] f1ezapun add ebhx, ebhx
818268DBC inc edi 81828042 jnz short loc_1828D4B
81828DBD sub al, BEBh | |




Fa

Why ?

v
[ b
81826021 jnz short 1uc_1ﬂZﬂDZBI
|1 i
¥
[ |
81828023 mov ebx, [esi]
81828025 sub esi, BFFFFFFFCh
1820028 adc ebx, ebx
8182602A jnb short loc_1826D18
| )
L ]
il s
g1e28D2C
81626D02C loc_1828D2C:
8182aD2C xor ecx, ecx
018Z28D2E sub eax, 3

81828031 jb

short loc_1628D40

.

s =

NG

81828033 shl
81828036 mov
819828038 inc
61828039 xor
Ni18208D3C jz

eax, &

al, [esi]

esi

eax, BFFFFFFFFh
short loc_1620

¥ ¥
s 5 al s =
81828DB2 81828D3E mov ebp, eax'
81820D0B2 loc_ 18208DB2:
81826082 pop esi
81826DB3 movw edi, esi
81828DBS mov ecx, ?4Dh
\
* v ' /; \
e e A =
81828DBA g1828p48
818280BA loc_10828DBA: 81820048 loc_168208D48:
a182ADEA mov al, [edi] 18z2aD48 add ebhx, ebhx
#1828D0BC inc edi %Lﬂggph2 jnz short loc_1828D
818268DBD sub al, BES8h




Method Recap

1. We collect an execution trace.

2. We extract possible cryptographic algorithms with their
parameter values.

3. We compare the input-output relationship with known
algorithms.

We prove that the program behaves like a known
crypto algorithm during one particular execution path.



Conclusion (1)

* Interesting alternative to syntactic-
identification for crypto algorithmes:

— Resistance against usual obfuscation techniques.
— Gives the exact parameters.

* Pure dynamic technique, you have to know
how to exhibit interesting execution paths.

* |t is easy to bypass, like any program analysis
technique ®



Conclusion (2)

* The identification process itself is generic:
— Collect the execution trace

— Extract the type of code you are looking for (here
is the magic)

— Get I/0O values
— Compare with reference implementations

* Nice work: Felix Grobert “Automatic
Identification of Cryptographic Primitives in
Software”, 27t" CCC

http://code.google.com/p/kerckhoffs/



http://code.google.com/p/kerckhoffs/

What’s Next ?

That’s only the beginning! Just wanted to show that it is
feasible and useful.

Extension to other crypto algorithms.

Compression algorithms ? What should be the correct
criteria to extract compression code ?

(my 2 cts: natural loops, that is back-edges on CFG)

If we use several criteria to extract interesting code, how to
combine them ?

How to use the analyst knowledge ?

Make a real tool. This one is just a PoC.



Thank you for your attention ;-)



Performances

Trace Size ~1M ~AM

(instructions)

Time To Trace 5mn 10mn
Time To Extract Crypto Algoritm 4h 15h
Time To Identify 3mn 4mn

* The tool is just a PoC, no optimization at all.

* When the analysts knows where the algorithm is,
it will reduce the trace size.

170



Answer: Brute-Force

* We generate any possible input values by
appending together A inputs, it gives a set IN.

e Same thing for output values, in the set OUT.

* For each reference implementation F:

— We select the IN values that can fit into F
parameters.

— We execute F on each possible input value
combination.

— If F output is something in OUT, it is a success.



ox42

OxCAFEBABE

OxXDEADBEEF

For example:

" For each known cryptographic algorithm A:
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For example:

" For each known cryptographic algorithm A:

=" We execute a reference implementation of A on
0x42 and OxCAFEBABE.

= We check if the output is OXDEADBEEF.

" |f so, we have proved that P implements A on
these particular input values.
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