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Agenda

* General observations on computer crime
evolution

* “Know your internets” project




Infosec community vs. |

e Graphics http://recipeforlowhangingfruit.com/

Research crime



What makes these things
Interesting:

* Glottalization of the crime scene (local laws
don't matter)

* VVolumes of micro-transactions. — Stealing a
$1USD from 1,000,000 still makes a
$1,000,000USD — also makes AML measures
useless

 There are other means of taking control over
wealth than stealing cash..
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| Knuent conblaet ceon MSISDN Web/WAP pe

J) CaliT 0TNPaBAAET 3anpOC B CUCTEMY Ha CO34aHME nognucki (CreateSubscription), yrasbiaan MSISON (i

knwenTa), StartTimeUtc (epema omnpaskw SMS PIN, 0fbiuH CRegyeT CTaBuTy TEKYLLER Bpems),
illingStartTimeltc (spems nepsora nnarema). Ecam Guanuer gan yrasankora MSISON nogiepmueacetca |
POWATEHbI 4NYTHE MPOBEPKM, CO3AAETCA 3aNUCh NOANKCKH. [OCNE YETO CIELYET NEPEBECTH KAKEHTA Ha
rpakuuy 8Baga PIN-koaa. MSISDN KnMeTa pEKOMBHIYETCA COXPaHHTL (B COOKIES WAH ADYTOR XpaHAMLL
17 AANBHERWEND HCMOAL30BaHKA B MeToge ApproveSubscription.

3] B MOMEHT BPEMERH, 330aHHbIH B StartTimeUte, kawenTy otnpasasetca SMS, conepwauas PIN-koa.

1] Knwewt seamut PIN B hopmy Ha cailTe.
| CaliT DTAPABAAET 3aMPOC B CHCTEMY HA aKTHBALMI noanwcki (ApproveSubscription), nepegasan MSIS
IN. Ecam PIN BEpHbIA, nonHCKa akTweHpyeTca. [aetca 3 nonsitku noabopa PIN. Ecau noanicka He Gainz
KTMEHPOBAHA B TRYBHMM 3 YACOB, 3aNMCh aHHYNMDYETCA,

) B cayyae yCneWHOR akTHBALMM, CallT NONYYAET YBEAOMNEHHE OT CHCTEME] 0O W3MEHEHHM CTaTyCa NOAN




Understanding the impact

* |t Is generally good to have a global view In
order to gain a better understaning of the
situation...

thus “know yer linternets” :-)




Disclaimer

* This Is research In progress
* Semi-public access possible, talk to me
» Contributions highly anticipated

 Each of particular ideas isn't that novel
(portscanning and banner grabbing is very
1997 ;-)) but hopefully the fusion of concepts is
Interesting



Motivation

 Answer questions like:

e “What is the risk of Taiwan networks being owned,
now”

 New worm outbreak: identify potential victims and
enforce patching through automated notification

 |dentify regional threats — I.e. what are the most
exploited vulnerabllities Iin Taiwan networks.

« Cooperation with CERT, etc etc..



Motivation

Real-time understanding of exposure levels at
large scale

Threats to “pop and mom” machines as “low-
hanging fruit”

Making use of data from honeypots to evaluate
level of exposure, emerging threats etc etc..

Have some fun responding to abuse emaills ;-)



Understanding the threat

e Server honeypots (mainly python scripts,
simulating services)

» Client side honeypots (VM farms)
o Static analysis (crawling, pattern mining etc)



“low hanging fruit” simulation

Have VM farms running.

Have server-honeypots (with some romanian
kids bruteforcing ssh passwords all the time ;))

Crawl networks at large (alexa top 1,000,000
but not only)

Exploit detection via payload/behavior analysis

Additional enhancements to detect variations
(user behavior simulation, hop-ing through VPN
end points to detect local threats etc)



Not really a full-fedged Cuckoobox

* Focus on detecting exploitation
* Lightweight version of browser

* Heavily bundled with static analysis tools



VM farm capacity

* We can do at average 10-20 secs per URL
render per VM. Average 10+15 Vms/machine.

» Off-load VM farm load by doing lots of pattern
matching (use VM as last resource)



So..

* \We have some data of what's going on in the
net. How do we map this to the network
Infrastructure we're trying to protect (at
organization, or country level side)...

 Or maybe see what “*unamed-country*” Is up to

)



Inspirations

 LHKF - “Low Hanging Kiwi Fruit” talk/aftetalk
by Adam “MetlStorm™ — geo-targeted net recon

Shodan-HQ — internet
wide scanning on 4
ports

Some academic papers




Scanning whole internet.. rly?

Demystifying Service Discovery: Implementing an
Internet-Wide Scanner

Derek Leonard and Dmitri Loguinov
Department of Computer Science and Engineering
Texas A&M University, College Station, TX 77843 USA

{dleonard,dmitri}@cse.tamu.edu

| Scanner | Scope | Permutation | Servers | Protocol | Port | Timeout | Duration | Blacklist | .0/.255 | Exclude |
Pryadkin [43] T uniform 3 ICMP/TCP 10s 123d ves no no
Benoit [5] NR uniform 25 TCP 80 30s 92d no ves no
Dagon [13] T uniform UDP 53 30d ves US Gov
Heidemann [17] T RIS 8 ICMP echo 5s 52d ves no no

Table 1: Large-scale service discovery in the literature (dashes represent unreported values).

Low-Load Server Crawler: Design and Evaluation

Katsuko T. Nakahira Tetsuya Hoshino Yoshiki Mikami
Nagaoka University of Nagaoka University of Nagaoka University of
Technology Technology Technology
1603-1 Kamitomiokamachi, 1603-1 Kamitomiokamachi, 1603-1 Kamitomiokamachi,
Nagaoka Nagaoka Nagaoka
Niigata, Japan Niigata, Japan Niigata, Japan
katsuko@vos.nagaokaut. 065365@mis.nagaokaut. mikami@kjs.nagaokaut.
ac.jp ac.jp ac.jp



Take home notes

» Targets seeded from BGP routes.

* At average takes a day to complete Internet-

wide scan on a single protocol

» Potentially generates large number of abuse

reports

= | Protocol | Port | Type [ Date | T [ m | O] | J€] | [d] | pps | Mbps

UDP 53 DNS A 22108 | 30d | 1 | 15.2M T48M | 700 0.48

53 DNS A 3-25-08 | 6d | 5 | 15.2M 155M | 3.5K 2.38

B B 53 DNS A 5-07-08 | 1d | 31 | 14.7M 168M | 21.2K | 14.28
i ™ - 53 DNS A 5-19-08 | 1d | 31 | 14.5M 169M | 21.2K | 14.28
L RLCG/RR J 53 DNS A 5-20-08 | 1d | 31 | 14.6M 168M | 21.2K | 14.28
~ 53 DNS A 5-21-08 | 1d | 31 | 14.5M 167M | 21.2K | 14.28
# Packet 53 DNS A 5-22-08 | 1d | 31 | 14.5M 169M | 21.2K | 14.28

- . . 7 7-01-08 | 1d | 31 | 322K 170M | 22.1K | 21.03
{ BGP | File ICMP echo 6-24-08 | 1d | 3l | 139M 90M | 22.1K | 14.85
" . TCP 25 SYN 7-30-08 | 2d | 6L | 17M | 87.IM | oo [ 112K | 755
25 ACK 7-30-08 | 2d | 61 116M ol 1ek | 755

+ 5 135 SYN 8-05-08 | 2d | 6L | 4.9M | 402M | o | 1L3K | 7.58

- ~ : -, 1 135 ACK 8-05-08 | 2d | 61 68.4M Mol sk | 7.8
I PacketSender || PacketReceiver | 80 SYN 7-17-08 | 1d | 123 | 30.3M | 49.1M | 78M | 22.6K | 15.19
k. AN vy 80 SYN 8-05-09 | 1d | 61 | 44.3M | 61.3M | 97.1M | 24.4K | 16.39
| F'y 80 SYN 8-06-09 | 1d | 61 | 44.0M | 61.2M | 85.1M | 24.2K | 16.26

v I 80 SYN 8-10-09 | 1d | 123 | 44.2M | 61.5M | 94.7M | 244K | 16.39

- - 80 SYN 8-24-09 | 2d | 123 | 445M | 61.7M | 96.4M | 12.1K | 815
iy 80 SYN 827-09 | 1d | 61 | 44.1M | 61.4M | 80.7M | 24.4K | 16.37
| Custom Network Subsystem J 80 | ACK—SYN | 90209 | 1d | 61 | 3L.7M | 49.6M | 92M | 25.8K | 17.35
" Iy o 80 | SYN+OPT | 7-15-10 | 1d | 121 | 37.8M | 48.1M | 71.3M | 26.3K | 20.70




Take home notes(2)

* Nature of internet: out of 8M Ips only 4.4M are
reocclirina in sScans.

| Device | Found | % |
Linux (2.4 or 2.6 kernel) 13.0M | 329
Windows XP/Server 2003 6.3M | 15.8
Windows Vista/7/Server 2008 5.6M 14.0
Windows Server 2003 SP2 3.5M 8.9
FreeBSD 1.50M 3.8
| 08 Class [ Found [ % of GP |
Windows 16.3M 50.2
Linux 13.0M 40.2
(General purpose 32.4M | 81.8 Mac 862K 2.7
Network device 2.7TM 6.8
Printer 1.8M 4.6
Networked storage 1.5M 3.7
Media 029K 2.3
Other embedded 28TK 0.7

Tota 39.6N
1 M




Other Interesting “uses” of massive
network exploration

 Enumeration of honeynet/ISC/.. project
“*anonymous” contributors:
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Problem 1:

* Seeding your “scans”

BGP route announcements

“Intelligent” target search



Problem 2

* Discover end-user machines (NAT, windows
FW, client-side software makes it difficult to
actively recon)



Problem 3

 What is being exploited?
* Exploit identification through behavior analysis



Problem 4

 Cross-map the data



Net Recon



Architecture

Network port discovery (agents)

Banner collection (agents)

Backend Store: SOLR

Collectibles: services and ports, OS fingerprints,

ASN/OWNER/netblock/Country, geographical
ocation

RISk evaluation — honeypots (VMs, Service
simulation)



Architecture(2)

* Roughly something like that

User Interface|| | passive data collectors | | active data collectors

Geo IP Mapping vulnerability mapper

Store and Rrocessitig Cloud l

# ;
: @ributed Data CollecD

Knowledge Base

d|st|rbuted store

correlator

SO LR Indexes

Data mmmg



Approach

» Scan slow (avoid abuse reports)
* Index time

* Passive “mapper” (simple sniffer + browser
fingerprinting at the moment)

» Larger range of ports (account port numbers,
which are actively being scanned from firewall
log analysis, honeypot machines etc)



Sample search

ftp AND ccTW Search

Type in a query string to search i.e. src:12.12.12 AND message:foo

Service: ftp

id:af573947-4a14-4613-90cc-8688158613daltime:2012-04-07T10:35:50.012Z ASN: 9919 CC:TW NCIC-TW New Century InfoComm Tech Co., Ltd.
Prefix:220.229.96.0/19

Geohash:23.500000024214387,120.99999999627471

Service: ftp

id:fdfe0dd6-bef5-433e-8c18-2e0db0fBb703|time:2012-04-07T08:39:09.134Z ASN: 3462 CC:TW HINET Data Communication Business Group
Prefix:114.34.0.0/16

Geohash:24.98690036125481,121.30560318008065

Service: ftp 2.3.2

id:f9860e74-953e-40f4-9163-38c0aldfeadB|time:2012-04-01T14:37:52.0092 ASN: 9264 CC:TW ASNET Academic Sinica Network
Prefix:140.109.0.0/16

Geohash:25.03919974900782,121.52500150725245

Service: ftp 2.3.2

id:e9af2dB8-fd80-4266-aB02-bB0CaB562b50time:2012-04-01T14:37:39.1032Z ASN: 9264 CC:TW ASNET Academic Sinica Network
Prefix:140.109.0.0/16

Geohash:25.03919974900762, 121.52500150725245

Service: ftp 2.3.2

id:3dadc3ff-8508-4693-b44e-042a2d263e 1 altime:2012-04-01T14:37:26.1412Z ASN: 9264 CC:TW ASNET Academic Sinica Network
Prefix:140.109.0.0/16

Geohash:25.03919974900782,121.52500150725245




Aword on spatial search
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http://www.mhaller.de/archives/156-Spatial-search-with-Lucene.html



Performance tests (single machine/
entries per sec)

throughput
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 ASN/whois data to mine targets seems like a
good start

RLCG/RR | e 2
#
4 File
1o mmplement a scanner with scope [, 1t 18 necessary t« . eGP ;
tain a timely BGP dump from either the RouteViews pre _ .‘. _
146] or the local border router. Given the desire for s " PacketSender || PacketReceiver

: i

Custom Network Subsystem



Some stats from VM farms

Call-back Source (by country) Browser vuln distribution (as detected

Sriiiiiiiiioiit
100
Occurences




Honey NET



Unanswered guestions

* Threat detection results are very specific to the
VM farm environment

» Realistic survey of client machines — need
passive agents at large ISPs

 Honeypot useability questionable
.. throw yours :)



Conclusions
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